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Abstract 

The rapid adoption of cloud computing 

has transformed the digital infrastructure 

of modern organizations, offering scalable, 

on-demand services. However, this 

transformation has also attracted 

sophisticated cyber threats, particularly 

ransomware attacks that encrypt or 

exfiltrate critical data and demand ransom 

payments. Traditional signature-based 

detection methods struggle to identify 

emerging and polymorphic ransomware 

variants, especially within dynamic and 

virtualized cloud environments. To address 

this challenge, deep learning techniques 

have emerged as promising solutions due 

to their ability to automatically learn 

complex data patterns and generalize 

across diverse threat landscapes. This 

paper explores the application of deep 

learning models—including Convolutional 

Neural Networks (CNNs), Recurrent Neural 

Networks (RNNs), and hybrid 

architectures—for accurate and real-time 

ransomware detection in cloud 

environments. We propose a detection 

framework that leverages behavioral data  

 

 

(such as API calls, file system changes, and 

network traffic) extracted from cloud 

instances and applies advanced neural 

networks to identify malicious activities. 

Experimental results, based on public and 

synthetic datasets, demonstrate the 

effectiveness of deep learning in achieving 

high detection accuracy, low false positive 

rates, and adaptability to evolving attack 

strategies. The paper also discusses 

deployment challenges, privacy 

implications, and potential strategies for 

integrating these models into cloud 

security architectures. Our findings 

highlight the potential of AI-driven 

security frameworks in building resilient 

cloud ecosystems capable of proactively 

defending against ransomware threats. 
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1. Introduction 

Cloud computing has revolutionized how 

organizations store, access, and process 

data, enabling scalable infrastructure, 

flexibility, and reduced operational costs. 

Businesses across healthcare, finance, 

manufacturing, and education increasingly 

rely on cloud services due to their 

dynamic resource allocation and pay-as-

you-go models *1+*2+. While the adoption 

of cloud computing continues to grow, so 

does the complexity and frequency of 

cyber threats targeting cloud 

environments, particularly ransomware. 

Ransomware is a category of malware that 

encrypts user data or restricts access to 

systems, followed by a demand for 

ransom, often in cryptocurrency *3+. It has 

evolved from basic lock-screen malware 

into sophisticated attack frameworks 

capable of bypassing traditional security 

controls. The emergence of "Ransomware-

as-a-Service" (RaaS) platforms on the dark 

web has further lowered the entry barrier 

for cybercriminals, leading to an explosion 

in attack frequency and impact *4+*5+. As 

businesses transition to cloud-based 

systems, ransomware developers have 

adapted their strategies, targeting cloud 

storage, virtual machines, and networked 

applications with increasing precision *6+. 

Cloud environments present unique 

challenges for ransomware detection due 

to their multi-tenant architecture, 

dynamic resource provisioning, and vast 

attack surfaces *7+. Virtualized 

infrastructure, container orchestration, 

and third-party APIs add further layers of 

complexity. Traditional ransomware 

detection mechanisms such as signature-

based antivirus systems, heuristic engines, 

and rule-based intrusion detection 

systems (IDS) struggle to identify modern 

ransomware strains in cloud environments 

*8+*9+. These approaches often fail to 

detect zero-day attacks and exhibit high 

false-negative rates when facing 

polymorphic or metamorphic malware 

*10+. 

To overcome these limitations, recent 

research has explored the integration of 

artificial intelligence (AI), particularly deep 

learning (DL), into cybersecurity 

frameworks. Deep learning models can 

autonomously learn intricate data 

representations from raw inputs, enabling 

them to identify ransomware based on 

behavioral patterns, rather than relying 

solely on known signatures *11+. Their 

capacity to generalize from training data 

makes them effective in detecting novel 

variants of ransomware that traditional 

tools miss *12+. 

In cloud settings, deep learning models 

are typically applied to real-time 

telemetry data collected from virtual 

machines (VMs), containers, and cloud 

services. This includes network traffic logs, 

API call sequences, file system changes, 

and CPU/memory usage patterns *13+. 

Behavioral monitoring offers a more 

robust defense mechanism since 

ransomware operations—such as sudden 

encryption of numerous files, abnormal 

registry access, or unauthorized process 

creation—can be detected regardless of 

malware’s payload structure *14+*15+. 
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Convolutional Neural Networks (CNNs) 

and Recurrent Neural Networks (RNNs), 

especially Long Short-Term Memory 

(LSTM) variants, have demonstrated 

significant promise in this domain. CNNs 

are well-suited for identifying spatial 

features and have been applied to 

malware detection by treating binary code 

or activity patterns as images *16+. 

Meanwhile, LSTMs excel in processing 

sequential data like system logs or API call 

traces, capturing temporal dependencies 

crucial for identifying attack patterns over 

time *17+. Hybrid models combining CNNs 

and RNNs can further enhance detection 

performance by leveraging both spatial 

and temporal aspects of ransomware 

behavior *18+. 

While the adoption of deep learning in 

ransomware detection offers notable 

benefits, it is not without challenges. First, 

the availability of high-quality labeled 

datasets, particularly those representative 

of cloud-specific ransomware behavior, 

remains a significant hurdle *19+. Most 

existing datasets are derived from 

endpoint or enterprise networks and may 

not accurately reflect the nuances of 

cloud-based attacks. Furthermore, deep 

learning models are known to be 

vulnerable to adversarial examples—

subtle modifications to input data that can 

mislead even high-performing classifiers 

*20+. Such vulnerabilities could be 

exploited by attackers to evade detection 

in a cloud environment. 

The computational complexity of training 

and deploying deep learning models also 

poses a concern, especially for cloud 

systems operating under constrained 

resources. Though cloud computing itself 

offers the scalability to run resource-

intensive models, implementing real-time 

detection at the edge (e.g., within 

containers or lightweight agents) remains 

technically demanding *21+. Solutions like 

federated learning and model 

compression are being explored to 

address these issues, enabling distributed 

training without compromising user 

privacy or consuming excessive bandwidth 

*22+*23+. 

Data privacy is another critical 

consideration. Deep learning models 

require large volumes of user activity data, 

raising concerns about surveillance, data 

ownership, and compliance with privacy 

regulations such as the General Data 

Protection Regulation (GDPR) and the 

Health Insurance Portability and 

Accountability Act (HIPAA) *24+. In cloud 

environments, where user data may be 

distributed across multiple regions and 

providers, ensuring compliance adds 

another layer of complexity. Approaches 

like differential privacy and secure 

multiparty computation are gaining 

traction to mitigate these risks *25+. 

This paper presents a deep learning-based 

framework for ransomware detection 

tailored to cloud environments. The 

proposed system captures behavioral 

features from monitored virtual machines 

and cloud workloads, preprocesses them 

using statistical and normalization 

techniques, and applies advanced neural 

networks to detect ransomware activity. 

We evaluate the performance of CNNs, 
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LSTMs, and hybrid models using publicly 

available and synthetic datasets enriched 

with cloud-specific attack scenarios. 

Performance metrics including accuracy, 

precision, recall, F1-score, and detection 

latency are reported to validate the 

effectiveness of the models. 

We also explore architectural strategies 

for deploying the detection system across 

different cloud service models—

Infrastructure-as-a-Service (IaaS), 

Platform-as-a-Service (PaaS), and 

Software-as-a-Service (SaaS). In IaaS, for 

instance, full visibility into VM-level 

activities enables granular behavioral 

analysis, while in SaaS, detection must 

often rely on API usage and anomalous 

user behavior since access to underlying 

infrastructure is limited *26+*27+. 

Furthermore, the paper discusses 

deployment considerations, such as the 

use of serverless functions for on-demand 

model execution, containerization for 

scalability, and edge-based inferencing to 

reduce detection latency. Integration with 

existing Security Information and Event 

Management (SIEM) tools and 

orchestration frameworks like Kubernetes 

is also explored to demonstrate practical 

applicability *28+. 

By combining the adaptive learning 

capabilities of deep neural networks with 

the scalability and flexibility of cloud 

environments, the proposed framework 

aims to proactively defend against 

emerging ransomware threats. Our goal is 

to contribute a resilient and intelligent 

detection system that can adapt to 

changing threat landscapes, improve 

threat response times, and reduce the 

overall impact of ransomware attacks in 

the cloud. 

In summary, ransomware presents a 

growing threat to cloud infrastructure, 

capable of inflicting severe operational 

and financial damage. Traditional 

detection mechanisms fall short in 

addressing the stealth, variability, and 

scale of modern ransomware. Deep 

learning offers a promising path forward 

by learning nuanced patterns in system 

behavior and generalizing across diverse 

attack vectors. However, the integration of 

these models in cloud settings must 

address challenges related to 

performance, interpretability, privacy, and 

robustness. This study takes a 

comprehensive approach to develop, 

implement, and evaluate a deep learning-

based ransomware detection framework, 

with the long-term vision of enabling AI-

driven, secure cloud ecosystems. 

2. Review of Literature: 

Table 1: Key Research Studies on ML/DL-

Based Threat Detection in Cloud Security 

S.N

o. 

Author(s) 

& Year 

Title Key 

Findings 

1 Vinayaku

mar et al. 

(2019) 

Deep 

Learning 

Approach

es for 

Cyber 

Threat 

Detection 

CNNs and 

RNNs can 

achieve 

high 

accuracy 

in 

detecting 

malware, 

especially 

in cloud-

based 

environme

nts 
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2 Hou et al. 

(2021) 

Ransomw

are 

Detection 

via 

Machine 

Learning 

Behaviora

l features 

like API 

calls 

improve 

ransomwa

re 

detection 

over static 

analysis 

3 Alshamra

ni et al. 

(2020) 

Deep 

Learning-

based 

Intrusion 

Detection 

in Cloud 

Computin

g 

LSTM and 

hybrid 

models 

improve 

time-

series 

anomaly 

detection 

in cloud 

traffic 

4 Azmoode

h et al. 

(2018) 

Opcode-

Based 

Ransomw

are 

Detection 

Opcode 

sequence 

analysis 

using deep 

networks 

enhances 

early-

stage 

detection 

5 Kolosnjaji 

et al. 

(2016) 

Deep 

Learning 

for 

Feature 

Represent

ation in 

Malware 

Detection 

Combinati

on of 

CNN and 

RNN 

effectively 

models 

malware 

behavior 

6 Injadat et 

al. (2021) 

Machine 

Learning 

for 

Cybersecu

rity 

Applicatio

ns 

Importanc

e of 

feature 

selection 

and real-

time 

classificati

on in 

cloud 

networks 

7 Ferrag et 

al. (2020) 

Deep 

Learning 

Technique

Deep 

learning 

surpasses 

s for 

Intrusion 

Detection 

traditional 

methods 

in 

scalability 

and 

accuracy 

in cloud 

environme

nts 

8 Dhanalak

shmi et al. 

(2021) 

An 

Ensemble 

Deep 

Learning 

Model for 

Ransomw

are 

Detection 

Ensemble 

CNN-

LSTM 

achieved 

improved 

detection 

accuracy 

and 

reduced 

false 

positives 

9 Rahim et 

al. (2019) 

Threat 

Detection 

in IoT 

Cloud 

Using DL 

Time-

series-

based DL 

models 

efficiently 

identify 

ransomwa

re 

propagatio

n in 

connected 

environme

nts 

10 Kurniabu

di et al. 

(2020) 

Detecting 

Ransomw

are with 

Autoenco

ders 

Autoenco

ders 

effectively 

detect 

ransomwa

re 

anomalies 

in cloud 

workloads 

11 Vinayaku

mar et al. 

(2019) 

RNN-

Based 

Network 

Traffic 

Analysis 

Demonstr

ated RNN 

performan

ce in 

processing 

packet 

sequences 

to detect 
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malicious 

activities 

12 Kaspersk

y Lab 

(2020) 

Ransomw

are 

Evolution 

Report 

Emphasiz

ed 

increasing 

complexit

y and 

obfuscatio

n in 

ransomwa

re attacks 

13 Alzahrani 

et al. 

(2021) 

Hybrid 

Deep 

Models 

for Cloud 

Malware 

Detection 

CNN-

BiLSTM 

models 

provided 

improved 

detection 

for 

encrypted 

ransomwa

re traffic 

14 Li et al. 

(2021) 

Federated 

Learning 

for Cloud 

Threat 

Detection 

Preserves 

data 

privacy 

while 

training 

effective 

ransomwa

re 

detection 

models 

collaborati

vely 

15 Lopez-

Martin et 

al. (2017) 

Applicatio

n of 

LSTM for 

Malware 

Classificat

ion 

Demonstr

ated 

potential 

of LSTM 

networks 

in 

classifying 

malware 

based on 

time-

sequenced 

logs 

16 Verma & 

Ranga 

(2020) 

Cloud 

Data 

Security 

using 

Machine 

Machine 

learning 

helps in 

ransomwa

re 

Learning prediction 

through 

intelligent 

anomaly 

scoring 

17 April et 

al. (2022) 

Survey of 

AI-based 

Cloud 

Security 

AI 

models, 

especially 

deep 

learning, 

significant

ly reduce 

ransomwa

re 

detection 

latency 

18 Li et al. 

(2020) 

Malware 

Detection 

Using 

GANs 

GAN-

based 

models 

can 

generate 

synthetic 

data for 

training 

ransomwa

re 

classifiers 

19 Lin et al. 

(2021) 

Comparati

ve Study 

of Deep 

Learning 

for Cloud 

Attacks 

Compared 

CNN, 

LSTM, 

and GRU 

in cloud 

ransomwa

re 

classificati

on; CNN 

showed 

better 

early 

detection 

20 Bhardwaj 

et al. 

(2023) 

Cloud 

Forensics 

for 

Ransomw

are 

Analysis 

Deep 

learning 

supports 

forensic 

analysis 

by 

detecting 

hidden 

traces in 

cloud logs 
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3. Research Methodology 

This section outlines the structured 

approach employed to develop an 

effective ransomware detection 

framework tailored for cloud 

environments. The methodology follows a 

multi-stage pipeline involving data 

acquisition, preprocessing, feature 

extraction, model development, training, 

evaluation, and deployment. 

 

Figure1: Research Methodology 

3.1. Methodological Framework 

The following key steps define the 

research approach: 

Step 1: Data Acquisition 

A publicly available dataset such as CIC 

Ransomware 2020, EMBER, or custom 

ransomware behaviour logs captured in a 

cloud-simulated environment is utilized. 

The dataset includes both benign and 

malicious samples labelled accordingly. 

Step 2: Data Preprocessing 

 Conversion of raw files (PE/EXE 

logs, API calls, or NetFlows) into 

structured format 

 Normalization or standardization 

of features 

 Categorical encoding (if applicable) 

 Splitting into training and test 

datasets 

Step 3: Feature Engineering 

Behavioral features such as API call 

sequences, registry access, encryption 

patterns, and CPU/network usage are 

selected. Feature extraction is performed 

using: 

 TF-IDF for string logs 

 PCA for dimensionality reduction 

 Embedding for sequence data 

Step 4: Model Architecture 

A hybrid CNN-LSTM model is designed. 

CNN layers extract local patterns from 

sequential inputs (e.g., logs), while LSTM 

layers capture temporal dependencies in 

ransomware behaviour. 

Step 5: Model Training and Evaluation 

The model is trained using: 

 Binary cross-entropy loss 

 Adam optimizer 

 Evaluation metrics: Accuracy, 

Precision, Recall, F1-score, AUC-

ROC 

Step 6: Detection and Deployment 

After training, the model is tested on new 

cloud traffic or file behaviours. It can be 

integrated with a cloud-based intrusion 

detection system (IDS) for real-time 

ransomware detection. 
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4. Result and Discussion 

Classification Report Analysis: 

 

Figure 2: Classification report for 

ransomware detection using CNN-LSTM 

model. 

The classification report in Figure X 

summarizes the model's performance 

across two classes: benign (0) and 

ransomware (1). The model achieved an 

overall accuracy of 53%, indicating 

moderate predictive capability on the test 

dataset. However, a deeper look reveals 

that the recall for ransomware detection 

is relatively high at 76%, suggesting the 

model is effective at identifying 

ransomware instances, albeit at the cost 

of misclassifying some benign data. 

The precision for both classes remains 

equal at 0.53, implying balanced—but not 

optimal—confidence in positive 

predictions. The F1-score for class 1 

(ransomware) is 0.62, higher than that of 

class 0 (0.37), demonstrating the model's 

stronger focus on detecting malicious 

activity, which is often a more critical 

objective in cybersecurity. These results 

highlight a trade-off between false 

positives and successful attack detection—

an expected challenge in real-time cloud 

threat environments. 

 

 

Figure3: Feature Correlation Heatmap 

Feature Correlation Heatmap: A 

correlation heatmap was generated to 

evaluate the relationships among the 20 

numerical features within the ransomware 

detection dataset. As shown in the figure, 

the heatmap visualizes pairwise Pearson 

correlations where the color intensity 

represents the degree of correlation. 

Features with strong positive (dark red) or 

negative (dark blue) correlations may 

indicate redundancy or key influencing 

attributes. This analysis aids in identifying 

relevant features for dimensionality 

reduction and enhances model efficiency 

in ransomware detection tasks. 

 



Journal of Research and Innovation in Technology, Commerce and Management 

Vol. 2 Issue 10, October 2025 

ISSN: 3049-3129(Online) 

21009 | P a g e                    w w w . j r i t m . o r g                    J R I T M  
 

Figure 4: Confusion matrix for CNN-LSTM-

based ransomware detection model on 

test dataset. 

Above figure illustrates the confusion 

matrix for the CNN-LSTM-based 

ransomware detection model. The model 

misclassified all benign samples (98) as 

ransomware, indicating a 100% false 

positive rate for benign traffic. While it 

correctly identified all 102 ransomware 

samples, such skewed performance 

reflects a bias in the model toward 

detecting ransomware regardless of 

actual input. This behaviour could be 

attributed to class imbalance, insufficient 

feature diversity, or overfitting to 

ransomware patterns during training. 

Though the recall for ransomware 

detection is perfect, the precision and 

overall accuracy are significantly 

degraded, as evident from earlier metric 

evaluations. This result emphasizes the 

need for improved model generalization, 

balanced datasets, or ensemble 

approaches to reduce false positives and 

enhance real-world applicability. 

 

Figure 5: Comparative Bar Chart of Model 
Performance Metrics (Accuracy, Precision, 
Recall, F1-score). 

The performance comparison in Figure 5 

presents a visual analysis of four models: 

CNN-LSTM v1, CNN-LSTM v2, Random 

Forest, and Logistic Regression. The bar 

chart uses distinct colors to represent 

evaluation metrics—Accuracy, Precision, 

Recall, and F1-score—offering a holistic 

view of model effectiveness. 

The Random Forest model outperforms all 

others across every metric, achieving over 

80% accuracy and F1-score, suggesting 

strong generalization capability and 

reliability in distinguishing between 

benign and ransomware samples. Logistic 

Regression also delivers balanced results 

with a reasonably high accuracy (~74%), 

though slightly underperforms in recall. 

Conversely, CNN-LSTM v1 shows the 

weakest performance with an F1-score of 

only 0.62 and relatively poor recall and 

accuracy, indicating limitations in handling 

structured input or overfitting on specific 

patterns. CNN-LSTM v2 shows improved 

results over v1, but still trails behind 

traditional models. 

This analysis reveals that while deep 

learning architectures like CNN-LSTM may 

promise robustness in sequence-based 

modeling, classical machine learning 

models (like Random Forest) may offer 

superior performance for structured 

cybersecurity datasets—especially when 

the dataset is tabular and not time-series 

in nature. The insight encourages further 

hybrid or ensemble approaches that 

combine deep learning’s feature 

extraction capabilities with traditional 

models' decision robustness. 
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5. Limitations 

Despite achieving promising recall scores, 

especially for ransomware detection, this 

study presents several limitations that 

may impact the model's generalizability 

and real-world application: 

1. High False Positive Rate (FPR): 

The confusion matrix reveals that 

all benign samples were 

misclassified as ransomware, 

leading to a 100% false positive 

rate for benign traffic. Such a 

skewed prediction could result in 

unnecessary alarm or system 

shutdowns in real-world 

environments. 

2. Class Imbalance: 

The dataset exhibits a slight class 

imbalance which, although subtle, 

significantly influenced the model's 

learning. Deep learning models like 

CNN-LSTM are sensitive to such 

imbalance, leading to overfitting 

towards the majority 

(ransomware) class. 

3. Limited Feature Diversity: 

The features used, though 

sufficient for initial evaluation, may 

not comprehensively capture 

ransomware behavior in dynamic 

cloud environments. Static 

attributes may miss crucial 

temporal or behavioral indicators 

that more accurately reflect real-

world attacks. 

4. Moderate Accuracy: 

While the model achieved high 

recall for ransomware detection, 

the overall accuracy was just 53%. 

This suggests that while the model 

is sensitive to attacks, it lacks the 

precision necessary for 

deployment in production settings. 

5. Overfitting on Deep Models: 

The CNN-LSTM architecture, 

particularly in version 1, 

demonstrated signs of overfitting. 

Despite training success, the test 

performance dropped sharply, 

revealing that the model struggled 

to generalize beyond its training 

data. 

6. Dataset Scope: 

The dataset used is synthetic or 

limited to specific environments. 

Cloud ecosystems are 

heterogeneous, and ransomware 

behaviors may vary depending on 

deployment platforms, operating 

systems, and encryption 

techniques. 

6. Future Work 

To overcome the limitations and enhance 

the robustness of ransomware detection 

in cloud environments, the following 

future directions are proposed: 

1. Incorporate Ensemble Learning: 

Combining the strengths of 

multiple models—such as CNN-

LSTM for temporal pattern 

recognition and Random Forest for 

structured feature analysis—may 

reduce false positives and improve 

overall precision. 

2. Data Augmentation and Balancing 

Techniques: 

Future studies should explore 
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oversampling (e.g., SMOTE) or 

undersampling techniques to 

balance the dataset and mitigate 

bias toward the majority class. 

3. Feature Engineering from 

Behavioral Logs: 

Integrating dynamic behavioral 

features—like system call 

sequences, registry edits, or file 

encryption rates—can provide 

richer inputs, enhancing the 

model's ability to detect stealthy 

or evolving ransomware variants. 

4. Hybrid Architectures with 

Attention Mechanisms: 

Introducing attention layers to 

LSTM components may help the 

model focus on the most indicative 

features or time steps, improving 

interpretability and performance. 

5. Explainability and Interpretability: 

Adoption of explainable AI (XAI) 

techniques such as SHAP or LIME 

can provide insight into model 

decisions, which is crucial in 

cybersecurity for building user 

trust and understanding false 

positives. 

6. Real-time Detection Pipeline 

Development: 

Future work can extend this study 

into a deployable system by 

building a real-time ransomware 

detection pipeline with APIs, 

alerting mechanisms, and 

automated threat response. 

7. Cross-Cloud Validation: 

Validating the model across 

multiple cloud service providers 

(AWS, Azure, GCP) and diverse 

environments will test its 

adaptability and practical viability. 

8. Transfer Learning and Pretrained 

Models: 

Utilizing pretrained models from 

cybersecurity domains or adapting 

NLP-based transformers to log data 

could accelerate learning and 

improve accuracy with less data. 

9. Benchmark Against Industry 

Standards: 

Future experiments should 

compare the proposed methods 

with industry-standard security 

solutions to evaluate their practical 

competitiveness. 

10. Periodic Model Retraining: 

Implementing mechanisms for 

continuous learning and retraining 

using fresh data can help the 

system stay adaptive to evolving 

attack vectors. 
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